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Hundreds of businesses, including publicly traded companies, trust 
OneLogin to manage access to their web applications both in the cloud 
and behind the firewall. We work continuously to sustain that trust.

TRUST IS OUR TOP PRIORITY
OneLogin invests heavily in the security and availability of our data center infrastructure, software and 

entire operation. Security provides the foundation of what we do and has been weaved into the fabric of 
our organization from from day one.

HIGH-AVAILABILITY INFRASTRUCTURE
We recognize that a solution providing single sign-on to other applications must be extremely reliable.  We 
have gone to great lengths to ensure that OneLogin is never down. By design, OneLogin’s cloud-based 
infrastructure contains no single-point-of-failure and includes built-in redundancy at every tier: DNS, data 
center, application servers and database servers. The diagram illustrates our high-availability setup.

Redundant DNS
VeriSign and Dyn concurrently resolve all domain names related to OneLogin’s applications. In the event 
that one DNS provider encounters an outage, the other provider continues to resolve domain names 
without interruption. Domain names are resolved with a Time-To-Live (TTL) of 30 seconds, enabling us to 
perform very fast data center fail-over in the event of a complete site outage.
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Redundant Data Centers
OneLogin hosts its application in two physically separate data centers with dedicated servers, deep-packet-
inspection firewalls and load balancers. Should one data center become completely unavailable, traffic will 
redirect to the other data center to ensure continuous operation.

We use enterprise-grade data centers backed by a 100% uptime guarantee with Uninterruptible Power 
Supplies and diesel generators. All access to the data centers is video monitored and requires card access. 
Our hosting provider is SAS-70 Type II audited and Safe Harbor compliant.

Redundant Application Servers
Load balancers evenly distribute incoming requests across a group of application servers. Should an 
application server become unavailable, the load balancer distributes subsequent requests to the remaining 
application servers.

DDoS Protection
In the event of a Distributed-Denial-of-Service attack, OneLogin redirects all traffic to VeriSign DDoS 
Protection which will filter out the malicious traffic, letting only genuine traffic through to OneLogin’s 
application servers.

No planned downtime
While some SaaS vendors operate with planned partial or full downtime, OneLogin performs without 
planned downtime for any component of its infrastructure. Software upgrades can be rolled out while the 
system is operating at normal load without skipping a beat.

Independent Audits
As part of our ongoing commitment to provide a best-in-class cloud service, we contract with independent 
parties to continuously evaluate our application and operation.

Penetration testing
iSEC Partners - with deep experience in application, infrastructure and mobile security - performs quarterly 
white box penetration tests. Armed with our source code, they attempt to hack into the application.  
OneLogin keeps informed of any discoveries throughout the assessment and reviews a detailed report of all 
findings. With our commitment to your security, OneLogin addresses high priority vulnerabilities 
immediately and low priority vulnerabilities within a month of the assessment.

SSAE 16
OneLogin has completed an SSAE 16 SOC 1 audit (formerly SAS-70) conducted by an independent auditor 
who specializes in this type of audit. The report is available under NDA.

TRUSTe and Safe Harbor
OneLogin has been awarded the TRUSTe privacy trust mark and is Safe Harbor compliant.

SECURITY

Data center security
OneLogin provides essential redundancy by employing multiple data centers to host its application and 
data. OneLogin data centers are SAS-70 Type II compliant and use advanced measures for redundancy, 
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availability, physical security and continuity. Here are some of the highlights of their security and availability 
measures.

• Availability: Data centers have n+1 (or greater) redundancy for all critical components, including cooling 
systems, power, connectivity, and other essential systems. (N+1 means that there is at least one spare for 
any single point of failure.)

• Physical security: All equipment is secured within locked cages or vaults, secured with separate keys or 
biometric scanning. Access to the facility is protected by 24-hour onsite monitoring and guards, biometric 
authentication, CCTV with video archives, access control lists, and access and surveillance audit logs.

• Environmental controls and continuity: Data centers include full Uninterruptible Power Supply systems, 
backup systems, and uptime guarantees. Data center facilities have advanced fire suppression and flood 
control measures.  

All facilities are regularly audited for SAS-70 Type II compliance. 

Encryption of Communications
All data electronically transmitted to OneLogin is sent over Secure Sockets Layer (SSL). All communication 
between our data centers happens via an IPsec VPN.

Encryption of Passwords
When required by a given application, OneLogin stores and manages passwords on behalf of its customers. 
These passwords are protected with multiple levels of encryption. Every customer has its own encryption 
key, which is used to encrypt all passwords within the account. The customer encryption keys are encrypted 
using a master key, which is stored separate from the database. 

Note that for certain setups, OneLogin does not store any decryptable passwords at all. For example, this is 
the case when all the applications use the SAML protocol for single sign-on.

Software Development Processes
OneLogin’s software development process has a high focus on security. Our entire application stack is built 
on components that are well-known for their security and robustness.

• Ruby on Rails: An agile, web development framework provides many built-in security measures, such as 
automatically preventing cross site scripting attacks and SQL injection attacks.

• PostgresSQL: Well known as the most robust and secure open source database 

• Linux: The open source operating system is the result of tens of thousands of contributors and powers 
many of the world’s most mission critical systems.

Quality assurance is an integral part of our development process and the application undergoes automated 
test suites many times every day.

Administrator Access to Customer Data
OneLogin Customer Support or Engineering may occasionally need access to customer accounts to assist 
with setup or troubleshooting. OneLogin staff has no access to customer passwords and cannot sign into 
customer applications.
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